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Cognitive Foundations of Human-Centric Exploitation 
Advanced social engineering represents a paradigm shift in modern threat mechanics, moving 

the primary point of system compromise from technical software vulnerabilities to the cognitive 

vulnerabilities inherent in human decision-making.1 Rather than attempting to bypass robust 

network perimeters, state-sponsored actors and sophisticated cybercriminal syndicates 

systematically target human cognitive processing to compromise secure systems.1 The 

fundamental logical path of these exploits is rooted in the systematic exploitation of heuristics—

the mental shortcuts the human brain utilizes to make decisions under conditions of uncertainty 

or high cognitive demand.2 

Robert Cialdini’s foundational framework of influence provides the primary structure utilized by 

modern threat actors to orchestrate their campaigns.1 These principles—reciprocity, 

commitment and consistency, social proof, liking, authority, scarcity, and unity—are not merely 

behavioral observations; they represent deeply ingrained evolutionary mechanisms that govern 

human social dynamics.3 When these principles are combined with specific cognitive biases, the 

social engineer can manipulate a target's perception, rendering risky or atypical actions 

subjectively plausible and socially justified at the moment they are executed.3 

The logical mechanisms of these behavioral exploits depend on several key cognitive biases: 

● The Halo Effect: This bias manifests when a target permits an overall positive impression 

or a single prominent trait of an individual or entity to positively influence their judgment of 

unrelated characteristics.4 For example, threat actors leverage corporate branding, 

verified logos, and polished designs to project an aura of legitimacy, causing the victim to 

overlook significant security anomalies.1 

● Recency Bias: Threat actors capitalize on the human tendency to over-weight recent 

events over historical contexts.4 By anchoring phishing lures around high-profile, real-

world events—such as global health updates, corporate restructuring announcements, or 

immediate industry shifts—attackers increase the probability of cognitive compliance.4 

● Authority Bias: Human psychology exhibits a deeply rooted predisposition to obey 

instructions issued by perceived authority figures, often bypassing standard critical 

evaluation.3 Threat actors systematically impersonate executive leadership to demand 

urgent financial or administrative actions, neutralizing the target's internal security 

vigilance.4 

● Anchoring Bias: By introducing an initial piece of highly specific information, the attacker 

forces the victim to anchor their entire subsequent assessment on that reference point, 

validating the attacker’s false persona.3 

From a neuropsychological perspective, the susceptibility of an individual to social engineering 

is not static; it is highly dependent on situational cognitive states.10 Empirical research indicates 

that cognitive susceptibility ( ) can be characterized mathematically as a function of cognitive 

workload ( ), acute situational stress ( ), attentional vigilance ( ), domain-specific 

cybersecurity knowledge ( ), and historical exposure to social engineering training and 

testing protocols ( ) 10: 
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where  and  represent scaling constants scaling individual neurophysiological baselines.10 

When an employee is subjected to a high cognitive workload—characterized by multi-tasking, 

high processing demands, or severe temporal pressure—the brain’s executive functioning 

resources are depleted.10 Shaffer’s dual-task interference experiments demonstrate that while 

distinct cognitive codes (such as phonological and orthographic) can be processed concurrently 

with minimal performance loss, tasks that attempt to utilize the same cognitive code 

simultaneously cause a catastrophic drop in task performance.10 When a social engineer 

introduces a high-urgency, multi-stage interaction (such as an urgent vishing call during a peak 

operational shift), the victim experiences a pronounced spike in subjective cognitive workload, 

measured quantitatively via metrics such as the NASA Task Load Index (NASA-TLX).10 Under 

these high-workload and high-stress conditions, the brain shifts from analytical, resource-

intensive processing to heuristic-driven, rapid decision-making, significantly increasing the 

probability that obvious security anomalies will be overlooked.3 

Neurophysiological studies utilizing transcranial Doppler sonography, electroencephalography 

(EEG), and functional magnetic resonance imaging (fMRI) confirm that elevated stress and 

cognitive fatigue correlate with decreased activation in the prefrontal cortex—the region 

responsible for logical reasoning, risk assessment, and behavioral inhibition—making the 

human target highly vulnerable to advanced persuasive manipulation.2 

 

Cognitive Bias or 

Heuristic 

Psychological 

Core Mechanism 

Applied Social 

Engineering TTP 

Vulnerable 

Operational Layer 

Halo Effect 
Generalizing a 

single positive 

attribute to establish 

comprehensive 

trust.4 

Utilizing cloned 

corporate branding, 

verified domain 

styles, and 

authoritative 

jargon.1 

Initial email triage 

and visual 

verification of 

senders.1 

Recency Bias 
Over-weighting 

immediate, top-of-

mind events over 

baseline protocols.4 

Embedding high-

profile news, 

regulatory shifts, or 

policy updates in 

phishing lures.4 

Inbound message 

filtering and user 

cognitive 

evaluation.4 

Authority Bias 
Subconscious 

deferral of critical 

Impersonating 

senior executives to 

Internal 

authorization and 
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judgment to 

hierarchical 

superiors.3 

demand out-of-

band actions.4 

secondary 

administrative 

approval.9 

Anchoring Bias 
Over-reliance on 

the first piece of 

information 

encountered during 

decision-making.3 

Referencing a 

specific internal 

project or name-

dropping a real 

supervisor.3 

Out-of-band 

communication 

validation and help 

desk vetting.12 

Reciprocity 
An evolutionary 

urge to resolve 

psychological debt 

created by a 

perceived favor.3 

Offering assistance, 

free resources, or a 

minor service 

before issuing a 

request.5 

Help desk 

interactions and 

collaborative 

workspace 

channels.13 

The Emotion-Bias-Principle (EBP) Effect Model provides a structural framework for 

understanding how these forces interact.6 This model distinguishes between emotional 

activation, cognitive bias, and socially stabilized principles of legitimacy, explaining how their 

interaction renders certain actions subjectively plausible and socially justified at the moment 

they are taken.6 Research into distraction dynamics shows that moderate distraction actually 

facilitates persuasion, as targets are less inclined to suspect that a persuasive attempt is taking 

place.2 

Historical Evolution and Seminal Milestones of Social 

Engineering 
The history of social engineering within cybersecurity reveals a clear transition from low-tech 

utility exploration to industrialized, highly targeted campaigns.14 The evolution can be 

categorized into five distinct epochs: 

1. The Phreak Phase (1974–1983): Characterized by early phone phreakers who utilized 

simple verbal deception and technical manipulation of telephone switches to explore the 

telecommunication network, bypass long-distance charges, and extract carrier data.14 

2. The Phrack Phase (1984–1995): Marked by the emergence of early hacker publications 

(such as 2600: The Hacker's Quarterly and Phrack), where the term "social engineering" 

first appeared in cybersecurity literature.14 Deceptions during this era primarily involved 

"trashing" (dumpster diving) to harvest internal documents and credentials, combined with 

basic impersonation of system administrators.14 

3. The Professional Hack Phase (1996–2001): Representing the early commercialization 

of hacking, where social engineering began to be recognized as a critical component of 

corporate penetration testing and adversarial threat models.14 

4. The Multidirectional Evolution Phase (2002–2011): Defined by the rapid expansion of 

the internet, social networking platforms, and mobile communication, which provided 

threat actors with rich sources of open-source intelligence (OSINT) to build highly 
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targeted pretexts.2 

5. The Advanced Social Engineering Attack Phase (2012–Present): Characterized by 

persistent, multi-stage operations, automated scalability, and the integration of artificial 

intelligence and deepfake technologies.2 

Kevin Mitnick’s seminal work, The Art of Deception (co-authored with William L. Simon), served 

as a foundational milestone in codifying these human-centric threats.16 Mitnick demonstrated 

that human nature is inherently predisposed to trust and cooperation, and that a skilled 

manipulator can bypass any technical perimeter—no matter how advanced the firewalls or 

encryption protocols—simply by exploiting this predisposition.15 Mitnick's documented 

scenarios, such as obtaining daily-changing system passwords by posing as a snowed-in 

employee working from home, or gaining physical entry by carrying a heavy box of books and 

relying on tailgating, illustrated how easily standard operational protocols can be subverted.17 

A clear modern manifestation of these evolutionary dynamics is the July 2020 Twitter 

administrative tool compromise.19 This incident provides a precise case study of how phone-

based social engineering can systematically dismantle multi-factor authentication (MFA) and 

enterprise perimeters.19 

The attack, orchestrated by 17-year-old Graham Ivan Clark, began with extensive 

reconnaissance on social platforms such as LinkedIn to map Twitter’s internal organizational 

hierarchy and identify personnel with access to administrative systems.13 The actual breach 

began around May 3, according to subsequent investigations.19 Leveraging this intelligence, the 

attackers launched a coordinated voice phishing (vishing) campaign, targeting Twitter 

employees working remotely due to the COVID-19 pandemic.19 Impersonating internal IT 

department staff, the attackers claimed they were assisting with remote VPN connectivity issues 

and instructed the employees to reset their passwords.13 

The remote work environment proved to be a critical structural vulnerability: because employees 

were physically isolated, they could not easily perform lateral verification and were accustomed 

to receiving out-of-band communications on their mobile devices.19 The victims were directed to 

a highly convincing, spoofed authentication portal controlled by the attackers, where they input 

their usernames, passwords, and multi-factor authentication codes.13 

Once inside the network with low-level employee credentials, the attackers did not immediately 

trigger alerts; instead, they conducted internal reconnaissance, exploiting Twitter's collaborative 

workspace on Slack.19 By searching Slack history, the attackers harvested detailed system 

documentation, remote access credentials, and lists of personnel holding high-privilege 

administrative rights.19 Armed with this internal context, they executed a second, highly targeted 

vishing phase against privileged system administrators who possessed access to Twitter's 

proprietary customer account support tools.19 

Upon compromising these high-level credentials, the attackers gained direct access to internal 

support consoles that bypassed external authentication controls.19 Access to these service tools 

was restricted to approximately 1,500 of Twitter's 4,600 employees.19 The tools allowed the 

user to reset associated email addresses and disable MFA settings.21 The attackers targeted 

130 accounts, successfully compromising 45.13 They posted scam messages offering to double 

any Bitcoin sent to a specified wallet.19 
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To make the scam appear credible, the attackers seeded the wallet with early deposits.19 In a 

short period, over 300 deposits totaling over $118,000 were made, with approximately $61,000 

quickly removed through complex transactions to obscure the identity of the perpetrators.19 The 

target accounts included prominent figures such as Elon Musk, Bill Gates, Jeff Bezos, Joe 

Biden, Barack Obama, Kanye West, Apple, and Uber.13 

Twitter’s security teams responded by disabling VPN access for all employees, preventing 

compromised accounts from tweeting, and eventually implementing a zero-trust supervisory 

verification process where employees reset passwords while sharing their screen on a video call 

with a supervisor.13 

 

Incident Primary 

Target 

Core Social 

Vector 

Key Exploited 

Mechanism 

Financial/Ope

rational 

Damage 

Twitter 

Support Tool 

Breach (2020) 

Twitter Help 

Desk and 

Admins.19 

Targeted 

Vishing & 

Slack 

Reconnaissanc

e.13 

Low-level 

credential 

escalation to 

bypass MFA 

administrative 

consoles.13 

$118,000 

stolen directly 

via Bitcoin 

scam; massive 

reputational 

damage.13 

Arup 

Deepfake 

Heist (2024) 

Multinational 

Finance 

Employee.23 

Multi-Persona 

Generative 

Video Call.23 

Pre-recorded 

GAN-

synthesized 

executive 

avatars 

reading 

customized 

scripts.25 

$25.6 million 

stolen via 15 

unauthorized 

transfers.23 

Okta Support 

Portal Breach 

(2023) 

Okta Support 

Case Files.27 

Compromised 

personal cloud 

storage 

credential.28 

Extraction of 

active session 

tokens from 

uploaded 

HTTP Archive 

(HAR) files.27 

Stolen tokens 

replayed to 

compromise 

134 

downstream 

enterprise 

tenants.27 

MGM Resorts 

Cyberattack 

(2023) 

MGM IT 

Service 

Desk.31 

Help Desk 

Impersonation 

(Vishing).12 

Resetting of 

MFA factors by 

posing as an 

employee 

$100 million 

total financial 

loss; 10-day 

operational 
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profiled via 

LinkedIn.31 

system 

shutdown.31 

The Industrialization of Business Email Compromise 
Business Email Compromise (BEC) has emerged as one of the most financially devastating 

vectors in the cyber threat landscape, accounting for $3.04 billion in losses in 2025 alone 

according to the FBI’s Internet Crime Complaint Center (IC3).34 Modern BEC represents an 

industrialization of social engineering, moving away from generic, malware-laden attachments 

toward highly sophisticated, pure text-based deceptions that exploit existing trust relationships 

within corporate communication channels.8 The effectiveness of BEC lies in its ability to bypass 

traditional secure email gateways (SEGs).8 Because these messages do not contain known 

malicious payloads, links, or attachments, they easily circumvent signature-based and heuristic-

based technical filters, masquerading as legitimate business transactions.8 

The evolution of BEC has yielded several highly specialized variations: 

● Email Account Compromise (EAC): Attackers secure legitimate access to an 

employee’s inbox via credential harvesting, password spraying, or session hijacking.8 

Once inside, they do not immediately execute malicious actions; instead, they establish 

persistent silent access, configuring hidden inbox forwarding rules and filters to monitor 

ongoing business operations and financial discussions.8 

● Vendor Email Compromise (VEC): A highly specialized subset of EAC where threat 

actors compromise a trusted external vendor.11 By observing the vendor's billing cycles, 

outstanding invoice balances, and communication styles, the attackers can inject 

themselves into legitimate invoice processing workflows at the precise moment payment 

is due.9 

● Conversation/Thread Hijacking: Attackers monitor an active, legitimate email exchange 

between two corporate entities.11 At a critical juncture—typically when financial routing 

details are being finalized—the attacker registers a lookalike domain (typosquatting) and 

inserts themselves into the conversation thread.8 They copy historical message 

signatures, maintain the conversational tone, and redirect the payment instructions to an 

attacker-controlled bank account.8 

● Payroll Diversion Scams: Threat actors target the human resources or payroll 

departments of an organization, impersonating a legitimate employee to request an urgent 

update to their direct deposit banking routing information.8 

The execution of a modern BEC campaign follows a highly structured four-stage lifecycle: 

 

Phase Adversary 

Objective 

Common 

Techniques and 

Frameworks 

Mitigation and 

Control Points 

Phase 1: 
Profile the 

organizational 

Mining LinkedIn 

profiles, harvesting 

Dark web credential 

monitoring, strict 
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Reconnaissance hierarchy and 

communication 

flows.8 

professional 

databases, and 

parsing dark web 

breach dumps.8 

limits on public-

facing 

organizational 

charts.38 

Phase 2: Initial 

Access 

Establish a 

communication 

channel or 

compromise an 

internal inbox.8 

Typosquatting 

lookalike domains, 

display name 

spoofing, or 

credential 

harvesting (EAC).8 

DMARC/DKIM/SPF 

enforcement, 

inbound external 

email tagging, 

legacy protocol 

blocks.8 

Phase 3: 

Observation & 

Pretext 

Understand 

transaction 

cadences and draft 

highly convincing 

narratives.8 

Configuring silent 

inbox rules, parsing 

historical threads, 

and utilizing GenAI 

to match executive 

style.8 

Auditing mail 

forwarding 

configurations, 

monitoring unusual 

geographic access 

logs.40 

Phase 4: Financial 

Execution 

Divert high-value 

payments or 

sensitive records to 

fraud 

infrastructure.11 

Multi-persona 

thread fabrication, 

synonym swaps, 

and establishing 

false urgency.9 

Mandatory out-of-

band phone/voice 

confirmation, dual-

authorization 

payment 

approvals.20 

Payroll diversion scams showcase the calculated planning of modern social engineers.36 

Attackers conduct extensive OSINT reconnaissance using professional networking platforms 

like LinkedIn to identify employees (often non-executives to avoid immediate security scrutiny) 

and the specific human resource personnel responsible for payroll disbursements.11 The 

attacker then initiates contact using a spoofed personal email address or a lookalike domain 

that closely mimics the target employee's name, providing a detailed and highly plausible 

pretext—such as a sudden bank error, a frozen account, or a change in personal banking 

partners—to justify the urgent request.9 

These campaigns exhibit a pronounced temporal pattern.36 Attackers preferentially launch 

payroll diversion exploits during the second and fourth weeks of the month.36 This timing is 

calculated to align with the standard bi-weekly corporate payroll processing window.36 Because 

of the systemic two-week processing delay built into most enterprise payroll cycles, the 

fraudulent routing changes are often executed and finalized days before the legitimate 

employee notices their paycheck has failed to deposit, maximizing the dwell time of the exploit 

and ensuring the funds are successfully routed to money mule accounts before detection 

occurs.36 

The sophistication of these attacks has been amplified by the integration of Generative Artificial 

Intelligence (GenAI).9 Threat actors utilize advanced Large Language Models (LLMs) to analyze 
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intercepted communications, instantly matching the specific linguistic patterns, corporate jargon, 

and operational tone of the target organization.7 This has led to a 1,760% surge in BEC attacks 

from 2022 to 2024, as AI-generated messages completely eliminate traditional linguistic red 

flags such as grammatical errors, spelling mistakes, and awkward phrasing, producing hyper-

personalized, context-aware, and flawless deceptions at scale.7 

Identity-Centric Adversary Architectures: Scattered 

Spider 
The cybersecurity landscape has transitioned from an era of software exploits to a battleground 

of identity compromise.42 Adversaries have realized that it is far more efficient to simply log in 

using compromised credentials than to break in through technical vulnerability exploits.42 At the 

absolute forefront of this identity-centric tradecraft is the threat group known as Scattered Spider 

(also tracked as Octo Tempest, UNC3944, or Muddled Libra).44 Specializing in highly 

aggressive social engineering, vishing, and identity theft, Scattered Spider has repeatedly 

demonstrated the ability to completely compromise complex, global enterprises by targeting the 

human help desk.12 

The group's methodology is exemplified by the highly disruptive September 2023 cyberattacks 

against MGM Resorts and Caesars Entertainment.31 To execute the MGM breach, Scattered 

Spider members first conducted detailed OSINT reconnaissance on LinkedIn, profiling MGM 

employees to harvest full names, job titles, reporting lines, and corporate credentials.12 

Equipped with this intelligence, an attacker placed a phone call to the MGM IT service help 

desk.12 

Over the course of a ten-minute vishing conversation, the attacker convincingly impersonated 

the target employee, claiming to have lost access to their device and requesting a complete 

multi-factor authentication (MFA) reset.12 The help desk personnel, overwhelmed by volume 

and lacking a rigorous out-of-band verification protocol, bypassed security checks and issued 

new authentication credentials to the attacker.12 

This single help desk compromise granted the attackers administrative privileges to MGM’s 

Okta single sign-on (SSO) and Microsoft Azure tenant environments.31 Once inside the identity 

control plane, the attackers moved laterally with ease.31 When MGM’s security team detected 

the intrusion and attempted to isolate the threat by disabling Okta Sync servers, the attackers, 

who had already established super-administrator persistence and were actively sniffing 

passwords on the Okta servers, responded by locking out the local administrators entirely.32 

The attackers then brought in the ALPHV ransomware-as-a-service (RaaS) syndicate to deploy 

file-encrypting malware across approximately 100 ESXi hypervisors within MGM’s network.31 

They utilized a specialized, driver-level execution tool called "POORTRY" (a signed Microsoft 

Serial Console driver turned malicious) to terminate Endpoint Detection and Response (EDR) 

agents across all Windows endpoints, blinding security monitors.32 

The operational consequences were catastrophic: slot machines went offline, digital room keys 

failed, reservation portals shut down, and internal booking systems remained completely 

inaccessible for ten days, culminating in over $100 million in financial losses and extensive 

reputational damage.12 
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Targeting & Operational Attribute Observed Scattered Spider Tradecraft 

and Metrics 

Primary Target Profiles 
Technology Vendors (35%), Financial 

Institutions (20%), Retail Trade (15%).45 

Initial Access Vectors 
High-fidelity vishing, Evilginx phishing kits, 

SMS-based push fatigue.44 

Identity Infrastructure Impersonation 
81% of domains impersonate Single Sign-

On (SSO), VPN, and IT support systems.45 

Evasive Domain Registrations 
Shifting from hyphenated domains (SSO-

company[.]com) to subdomain structures 

(SSO.company[.]com).45 

Affiliations & Monetization 
Alliances with major RaaS operators 

(ALPHV, RansomHub, DragonForce) for 

extortion and encryption.45 

Threat intelligence updates from 2025 and 2026 reveal that Scattered Spider’s tradecraft has 

continued to evolve.45 The group has systematically targeted managed service providers 

(MSPs) and IT vendors to establish "one-to-many" access, allowing them to compromise 

dozens of downstream client organizations through a single initial breach.45 Furthermore, their 

infrastructural patterns have shifted: while historical analysis of over 600 domains linked to the 

group showed a heavy reliance on hyphenated domains to impersonate single sign-on portals, 

in Q1 2025 the group transitioned to subdomain-based keywords.45 This tactical shift was 

designed to evade automated typosquatting and domain-generation algorithms, which typically 

flag hyphenated variations but fail to detect subdomain manipulations that mimic legitimate 

enterprise structures.45 

Supply Chain Identity Compromise and the HTTP 

Archive Exploit 
As enterprise defenses have hardened their external network perimeters, threat actors have 

increasingly focused on SaaS-based supply chain vulnerabilities.27 A premier example of this 

shift is the October 2023 Okta Customer Support System breach, which exposed how 

diagnostic telemetry can be weaponized into high-fidelity identity exploits.27 

The breach originated from a basic security failure at the human layer: an Okta support 

employee logged into their personal Google account on an Okta-managed corporate laptop.28 

The employee's personal Google profile, which was subsequently compromised by threat 

actors, contained the saved, legitimate credentials for an Okta service account used to manage 

backend customer support systems.28 This service account lacked strict multi-factor 
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authentication controls and held excessive permissions that violated the principle of least 

privilege, allowing the attackers to authenticate directly to Okta's customer support case 

management system.27 

Once inside the support portal, the attackers did not target customer database records directly; 

instead, they targeted HTTP Archive (HAR) files uploaded by enterprise customers during active 

troubleshooting sessions.27 When enterprise customers encounter authentication or 

configuration errors, support teams regularly request a browser recording of the issue, saved as 

a HAR file.27 However, these files are highly sensitive, capturing complete HTTP request and 

response headers, which often include active authentication cookies, API keys, session tokens, 

and personally identifiable information (PII).27 

 

Stored Asset Type Threat Exposure Level Exploit Vector and 

Mechanism 

Authentication Cookies Critical 
Replayed via session 

hijacking to bypass multi-

factor authentication.27 

API Keys & Access 

Tokens 

Critical 
Direct programmatic access 

to backend environments 

outside web interfaces.27 

User Credentials High 
Offline hash cracking or 

direct credential replay 

attacks across services.28 

Proprietary Source Code Moderate 
Extracted to discover 

secondary software 

vulnerabilities and 

intellectual property.30 

Personally Identifiable 

Data 

Moderate 
Target lists compiled for 

downstream phishing and 

spearphishing campaigns.29 

The threat actors systematically parsed the uploaded HAR files, extracted active session 

cookies and authentication tokens, and executed session replay attacks.27 Because a session 

replay attack utilizes an already authenticated, active session token, it completely bypasses 

standard multi-factor authentication challenges.28 The attackers used these stolen tokens to 

hijack the administrative portals of major Okta customers, including Cloudflare, 1Password, and 

BeyondTrust.27 

At BeyondTrust, security systems detected an attacker utilizing a hijacked support session 

cookie to attempt to create a backdoor administrative account within their Okta tenant.27 
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Cloudflare detected a similar exploit where attackers utilized API keys stolen from a HAR file to 

access internal engineering environments.27 

The breach ultimately impacted 134 Okta customers—representing a critical supply chain 

compromise where a trusted identity provider's support platform was turned into a launching 

pad for lateral attacks across the SaaS ecosystem.28 

In response to this incident, Okta was forced to implement sweeping technical remediation 

measures.28 They blocked all access to personal cloud accounts and personal email platforms 

from corporate-managed devices.28 More importantly, they introduced strict IP binding 

controls.48 Under this architecture, an active Okta session token is cryptographically bound to 

the specific source IP address or network zone from which the initial authentication occurred.48 

If a threat actor attempts to replay an extracted token from a different IP address, the system 

automatically invalidates the session, rendering stolen HAR file tokens useless.48 

Emerging Frontiers in Generative AI and Deepfake 

Deception 
The integration of Generative AI has fundamentally transformed the social engineering threat 

landscape, introducing autonomous capabilities and highly realistic synthetic media.7 The 2025 

FBI IC3 report marked the formal debut of "AI-related" crime as a distinct reporting category, 

logging 22,364 complaints and $893 million in financial losses in its first year, highlighting the 

rapid scaling of these tactics.35 

The absolute watershed moment for AI-enabled social engineering occurred in early 2024, with 

the execution of a $25.6 million deepfake video conference call heist targeting the multinational 

engineering firm Arup.23 The compromise began with a phishing email sent to a finance worker 

in Arup's Hong Kong branch, supposedly from the firm’s London-based Chief Financial Officer, 

discussing a highly confidential financial transaction.23 The employee initially suspected the 

email was a scam, but their skepticism was neutralized when they were invited to join a video 

conference call with the CFO and several other corporate colleagues.24 

During this video call, the employee saw and heard individuals who looked and sounded 

identical to their CFO and co-workers.24 In reality, every other participant on the call was a 

digitally synthesized deepfake avatar.23 The threat actors had systematically harvested publicly 

available video and audio footage from past virtual town halls, company meetings, and media 

interviews to train generative adversarial networks (GANs) and video-cloning models.24 

Because real-time, interactive video generation remains computationally expensive and suffers 

from latency lag, the attackers pre-generated high-fidelity video clips of the executives reading 

from a custom script.25 They played these pre-recorded deepfake assets in real-time over the 

video feed, using voice cloning software to handle the verbal commands.25 

Reassured by the visual and auditory confirmation of their colleagues, the finance employee 

complied with the instructions, executing 15 total wire transfers to five separate fraudulent bank 

accounts, resulting in the theft of $25.6 million before the organization realized the deception.23 

This incident demonstrates the emergence of the "Infinite Impostor" threat model.6 In this 

paradigm, autonomous agents and synthetic media bypass the traditional trade-off between the 

fidelity of a deception and the scale at which it can be deployed.6 Historically, high-fidelity 
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attacks required extensive manual effort, limiting them to select targets, while mass campaigns 

sacrificed realism.6 

Agentic AI collapses this dynamic, enabling threat actors to generate customized, high-fidelity 

deepfakes and interactive pretexts dynamically at a mass-market scale.6 Additionally, attackers 

are now using stolen identity documents combined with real-time AI face-swapping to bypass 

automated facial recognition and biometric liveness detection systems used by financial 

institutions, turning identity verification itself into a key vector for fraud.25 

 

Metric Category Statistical Value / Trend Primary Context and 

Implications 

Gartner Video Deepfake 

Prevalence 

36% of cybersecurity 

leaders targeted.49 

Deepfakes actively utilized 

in video conferencing fraud 

within past 12 months.49 

Gartner Audio/Voice 

Cloning Prevalence 

44% of cybersecurity 

leaders targeted.49 

Voice cloning utilized in 

real-time audio/phone-

based vishing exploits.49 

Deepfake Fraud 

Proportion (United States) 

Rose from 0.2% to 2.6% 

(2022 to 2023).51 

Exponential growth in 

synthetic media attacks 

targeting identity 

verification.51 

Deepfake Fraud 

Proportion (Canada) 

Rose from 0.1% to 4.6% 

(2022 to 2023).51 

Rapid regional scaling of AI-

synthesized identity 

documents.51 

Traditional Printed 

Forgeries 

Declined to virtually 0% by 

mid-2023.51 

Paper/physical document 

forgeries completely 

replaced by digital synthetic 

identities.51 

The physical parameters of synthetic content are increasingly difficult to detect.52 

Distinguishable personal voice traits, such as pronunciation, tempo, intonation, pitch, and 

resonance, are analyzed by machine learning algorithms to build highly convincing voice 

clones.52 

This technology has expanded beyond simple financial scams.24 For example, cybercriminals 

created a fake WhatsApp account utilizing publicly available images of WPP CEO Mark Read, 

using it to invite another firm executive to a virtual meeting that combined AI-generated media to 

execute fraud.24 

In the public sector, a deepfaked audio clip of a high school principal, Eiswert, generated 

massive community outrage, death threats, and forced the administrator onto administrative 
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leave before forensic investigators verified the content was synthetically generated.24 

Deepfakes are also actively utilized by foreign state-sponsored groups, such as the Democratic 

People's Republic of Korea (DPRK), who use synthetic media and cloned identities to apply for 

remote IT engineering positions at high-security U.S. companies to establish internal network 

footholds.35 

Telecommunications and Cellular Identity Takeover: 

SIM Swapping 
Subscriber Identity Module (SIM) swapping—also referred to as port-out scams or SIM 

splitting—represents an identity takeover method that targets the telecommunication layer to 

bypass multi-factor authentication.53 The exploit targets the mobile number portability feature, 

designed by telecommunication carriers to seamlessly transition a user's phone number to a 

new device or a new network provider.53 

Historically, SIM swapping was a manual, human-centric exploit.54 Attackers harvested a 

victim's personal data through phishing campaigns, public data leaks, or OSINT tracking.53 

Armed with this context, the attacker contacted the mobile carrier's customer service center, 

impersonating the victim and claiming their device was lost, stolen, or undergoing an upgrade.53 

Through persuasive pretexting, the attacker convinced the customer service representative to 

port the victim’s phone number to an attacker-controlled SIM card.53 Alternatively, threat actors 

targeted telecom employees directly, using social media or internal directories to offer bribes in 

exchange for executing unauthorized ports.53 

Once the port is finalized, the victim’s legitimate device immediately loses all network 

connectivity, and all inbound voice calls, SMS messages, and multi-factor authentication One-

Time Passcodes (OTPs) are routed directly to the attacker's device.53 Since many cloud 

applications, banking platforms, and cryptocurrency exchanges permit password resets and 

identity verification using only SMS-based recovery codes, the attacker can systematically take 

over the victim's entire digital ecosystem, draining bank accounts and hijacking corporate 

resources.53 

A landmark manual compromise occurred in 2019 when hackers hijacked the cellular account of 

Twitter CEO Jack Dorsey, exposing the widespread vulnerability of high-profile targets.54 High-

profile litigation has emerged from these compromises, such as digital currency investor Michael 

Terpin’s lawsuits against Nicholas Truglia and Ellis Pinsky (an 18-year-old Irvington High School 

senior accused of leading an extensive multi-million dollar cryptocurrency theft network via SIM 

swapping).53 

 

Calendar Year Reported FBI IC3 

Complaints 

Total Reported 

Financial Losses 

US National Trend 

and Impact 

2018–2020 

(Combined) 

Moderate Volume $12 million.53 Initial scaling phase 

targeting high-net-

worth 
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cryptocurrency 

investors.53 

2021 1,600 complaints.53 $68 million.53 400% surge in 

reported incidents; 

systematic targeting 

of telecom call 

centers.53 

2022 2,026 complaints.53 
Peak Losses 

Peak complaint 

volume; represents 

0.3% of all reported 

internet crimes.53 

2023 1,075 complaints.53 $50 million.53 Rule updates and 

API protections 

begin to force 

manual attacks 

downward.53 

2024 982 complaints.53 $17.3 million.57 Continued decline 

in US complaints, 

though UK National 

Fraud Database 

rose 1,000%.53 

A 2020 Princeton University study examined the authentication processes of five major prepaid 

wireless carriers in the United States—AT&T, T-Mobile, TracFone, US Mobile, and Verizon—for 

SIM swap requests.55 The study revealed a devastating structural vulnerability: 80% of first 

attempts at SIM swap fraud were successful because carriers relied on weak authentication 

methods that fraudsters could easily bypass.55 Furthermore, technical vulnerabilities such as 

SIM Jacker attacks exploit direct flaws in the SIM card’s internal S@T Browser library, sending 

formatted binary SMS text messages to execute commands directly on the handset without user 

interaction.58 

The threat landscape has evolved from this manual, call-center-driven exploit to automated, 

API-driven SIM swapping.54 Sophisticated cybercriminals now exploit vulnerabilities within 

carriers' web applications and developer APIs.54 Rather than interacting with a human customer 

support agent, attackers utilize automated scripts that interact directly with backend carrier 

APIs.54 These scripts execute sequential API requests to verify phone numbers, check IMEI 

porting eligibility, and trigger automated number ports instantly.54 This automated vector 

bypasses the help desk entirely, allowing threat actors to execute thousands of SIM swaps 

concurrently at machine speed.54 

To defend against this scalable threat, organizations are integrating carrier-grade Network APIs 

directly into their application workflows.56 These standardized APIs allow enterprise applications 



 
FRONT /> CODE 

to interact directly with the mobile network layer.56 When a user attempts a high-value 

transaction or a password reset, the application queries the Network API to verify the SIM card’s 

status, checking the exact registration timestamp and identifying if the IMSI or ICCID associated 

with that phone number has changed within the last 24 to 72 hours.56 

If a recent swap is detected, the application automatically suspends transaction privileges and 

locks the account until out-of-band biometric verification can occur, neutralizing the SIM swap 

vector.56 

Modern Defensive Frameworks and Security 

Engineering Solutions 
To defend against advanced, multi-stage social engineering, organizations must move away 

from relying on human vigilance and implement technically robust, phishing-resistant security 

architectures.59 Traditional multi-factor authentication methods—such as SMS-delivered codes, 

email OTPs, and mobile push notifications—no longer provide sufficient protection.59 

Push notification systems are highly vulnerable to "MFA fatigue" or "push bombing" attacks, 

where an attacker who has harvested an employee's password repeatedly triggers MFA 

prompts until the overwhelmed user clicks "Approve" out of confusion, habit, or a desire to 

silence the notifications.40 

The gold standard of modern identity verification is FIDO2 authentication, an open standard 

developed by the FIDO Alliance and the W3C.61 FIDO2 consists of WebAuthn (the browser-

level API) and CTAP2 (the client-to-authenticator protocol), utilizing asymmetric public-key 

cryptography to eliminate the shared-secret authentication model.61 

FIDO2’s core defense is origin binding.60 During initial registration, a unique public-private key 

pair is generated: the private key is stored securely within the local device's hardware enclave 

(or a physical security key), while the public key is registered with the online service.60 When a 

user signs in, the browser queries the authenticator to cryptographically sign a challenge.60 

Crucially, the WebAuthn API automatically forces the authenticator to bind this signature to the 

specific domain origin (URL) currently displayed in the browser bar.60 If a user is tricked into 

visiting a highly convincing phishing domain, the browser detects the mismatched origin.60 The 

authenticator silently refuses to sign the challenge, completely preventing the transmission of 

any reusable credentials.60 This technical safeguard operates independently of human 

evaluation: even if the user is fully convinced the phishing site is legitimate, the cryptographic 

protocol prevents the exploit from succeeding.60 

 

Defense Domain MITRE ATT&CK ID & 

Name 

Technical Mitigation & 

Architectural 

Implementation 

Initial Access 
T1566.001 Spearphishing 

Attachment.52 

Visual brand similarity 

analysis; NLP-driven email 

headers, domain reputation 
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monitoring.37 

Initial Access 
T1566.002 Spearphishing 

Link.52 

Cryptographic FIDO2 origin 

binding; automatic blocking 

of mismatched domains.60 

Initial Access 
T1566.003 Spearphishing 

via 3rd Party.52 

Zero-trust verification; 

blocking personal 

cloud/email access on 

enterprise devices.13 

Credential Access 
T1621 MFA Request 

Generation.40 

Enforcing number matching; 

rate-limiting prompts; 

implementing biometric 

FIDO FastPass.40 

Defense Evasion T1656 Impersonation.49 Real-time identity threat 

telemetry (face/voice 

consistency check, IP geo-

reconstruction).49 

Impact T1657 Extortion.47 Isolated hypervisor 

backups; POORTRY 

console driver blocks; 

application allowlisting.31 

While cryptographic controls secure the authentication transaction, organizations must also 

monitor active systems to detect compromised accounts using User and Entity Behavior 

Analytics (UEBA) and behavioral AI engines.28 By streaming continuous telemetry from 

endpoints, application access logs, identity providers, and network traffic to a centralized 

security analytics platform, behavioral models establish a baseline of "normal" behavior for 

every corporate user and service principal.41 

UEBA engines monitor this telemetry in real-time to detect subtle anomalies: 

● Impossible Travel: Detecting an active login session from one geographic location 

followed by an authentication request from another unfamiliar location thirty minutes later, 

indicating session hijacking or proxy usage.40 

● Atypical Administrative Activity: Detecting a user executing administrative commands 

or modifying API access configurations that do not align with their historical baseline or 

peer-group profile.41 

● SaaS Application Misuse: Identifying rapid, unauthorized data exports or the sudden 

creation of new OAuth integration tokens, which often indicate lateral movement and 

staging for exfiltration.41 

● Linguistic Parsing via NLP: Advanced email threat systems utilize Natural Language 

Processing (NLP) to parse incoming communications, checking for markers of high 
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urgency, unusual requests, or semantic anomalies that indicate business email 

compromise or executive impersonation.64 

When a behavioral AI engine detects anomalies that exceed configured risk thresholds, it 

triggers adaptive authentication rules.7 Rather than allowing uninterrupted access, the system 

automatically revokes active session tokens, restricts access to high-value resources, and 

demands an immediate FIDO2-based re-authentication challenge, containing the threat before 

lateral movement or data exfiltration can occur.7 

To understand the macro-scale of these threats, the FBI’s 2025 Internet Crime Report provides 

critical metrics demonstrating that cyber-enabled fraud continues to escalate, reaching historic 

proportions 34: 

 

Exploit Category / 

Demographic 

Complaints 

Recorded (2025) 

Recorded 

Financial Loss 

(2025) 

Operational Sector 

Target Focus 

Investment Fraud 
72,984 

complaints.57 

$8.64 billion.57 Cryptocurrency 

investment 

platforms and 

artificial trading 

platforms.50 

Business Email 

Compromise 

(BEC) 

24,768 

complaints.57 

$3.04 billion.57 Corporate financial 

operations and 

third-party supplier 

billing.9 

Tech Support 

Scams 

High Volume $2.13 billion.57 Elder demographics 

and remote 

corporate 

workforces.19 

Confidence / 

Romance Fraud 

23,159 

complaints.57 

$929.2 million.57 Social networking 

platforms and 

personal messaging 

environments.6 

Government 

Impersonation 

High Volume $797.9 million.57 Individual 

consumers targeted 

via threat narrative 

frameworks.34 

Age Group: Under 
31,254 $67.1 million.57 Gaming 
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20 complaints.57 ecosystems and 

social platform 

identity 

harvesting.13 

Age Group: 60 and 

Older 

201,266 

complaints.57 

$7.70 billion.57 Telecommunication 

and retail banking 

fraud targeting 

retirement 

holdings.56 

Healthcare Critical 

Infrastructure 

182 major data 

breaches.39 
Critical Exposure 

460 ransomware 

attacks; targeted by 

Akira, Qilin, INC 

Ransom, and 

Play.39 

Structural Conclusions and Strategic Security 

Recommendations 
The findings compiled in this analysis indicate that the cybersecurity landscape has reached a 

critical inflection point where identity is the primary control plane under attack.42 As 

organizations have fortified their perimeter networks and patched software vulnerabilities, 

adversaries have adapted, focusing their efforts on the human element.1 The transition from 

"breaking in" to "logging in" is driven by the industrialization of social engineering, the scaling of 

identity-compromise tactics, and the integration of artificial intelligence.35 

The empirical data demonstrates that social engineering is no longer a collection of 

opportunistic, low-tech confidence tricks.14 Instead, it has evolved into highly targeted, multi-

stage operations carried out by specialized threat syndicates.31 From the calculated timing of 

payroll diversion scams to the vishing strategies of Scattered Spider and the multi-persona 

deepfake campaigns seen in the Arup case, modern deceptions are engineered to bypass 

technical perimeters by systematically exploiting human cognitive biases and organizational 

support workflows.23 

To achieve systemic resilience against these threats, organizations must move away from 

defensive models that rely on user vigilance and security awareness training as primary 

controls.20 Cyber defense must transition to an identity-first, zero-trust architecture 

characterized by five primary strategic imperatives: 

1. Mandatory Phishing-Resistant MFA: Organizations must deprecate legacy 

authentication mechanisms—including SMS codes, email OTPs, and standard push 

notifications—and mandate FIDO2/WebAuthn-compliant hardware keys or platform 

authenticators across all corporate accounts.40 

2. Securing the Identity Supply Chain: Administrative sessions and service accounts must 

be secured with strict IP binding, ensuring that session cookies and OAuth tokens cannot 
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be replayed from unauthorized external environments if support platforms or diagnostic 

telemetry are compromised.28 

3. Strict Verification Protocols at the Help Desk: Organizations must implement out-of-

band, multi-person authorization workflows and biometric validation for all high-privilege 

administrative requests, particularly password resets and MFA registrations, neutralizing 

help-desk-focused vishing campaigns.12 

4. Real-Time Behavioral Analytics (UEBA): Security operations must deploy AI-powered 

behavioral monitoring to continuously analyze endpoint, network, and cloud telemetry, 

allowing them to detect impossible travel, atypical administrative actions, and data staging 

as they occur.41 

5. Integration of Network APIs: Enterprises managing sensitive financial transactions or 

payment systems should integrate telco-grade Network APIs to dynamically verify SIM 

card status and detect SIM swapping in real-time prior to authorization.56 

By implementing these cryptographic and behavioral safeguards, enterprises can structurally 

neutralize the vectors of modern social engineering.7 This changes the economics of cyber 

deception, ensuring that even when a human target is successfully manipulated, the security 

architecture prevents that compromise from escalating into a full system breach.60 
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